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Abstract
We provide a UTXO model of blockchain transactions that is able to represent both credit
and debt on the same blockchain. Ordinarily, the UTXO model is solely used to represent
credit and the representation of credit and debit together is achieved using the account model
because of its support for balances. However, the UTXO model provides superior privacy,
safety, and scalability when compared to the account model. In this work, we introduce a
UTXO model that has the flexibility of balances with the usual benefits of the UTXO model.
This model extends the UTXO model, which represents credits as unmatched outputs, by
representing debts as unmatched inputs. We apply our model to solving the problem of
transparency in mortgage markets, in which some transparency is necessary for a healthy
market, but complete transparency leads to adverse outcomes. Here, the pseudonymous
properties of the UTXO model protect the privacy of loan recipients while still allowing
an aggregate view of the loan market. We present a prototype of our implementation in
Tendermint and discuss the design and its benefits.
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Abstract. We provide a UTXO model of blockchain transactions that
is able to represent both credit and debt on the same blockchain. Or-
dinarily, the UTXO model is solely used to represent credit and the
representation of credit and debit together is achieved using the account
model because of its support for balances. However, the UTXO model
provides superior privacy, safety, and scalability when compared to the
account model. In this work, we introduce a UTXO model that has the
flexibility of balances with the usual benefits of the UTXO model. This
model extends the UTXO model, which represents credits as unmatched
outputs, by representing debts as unmatched inputs. We apply our model
to solving the problem of transparency in mortgage markets, in which
some transparency is necessary for a healthy market, but complete trans-
parency leads to adverse outcomes. Here, the pseudonymous properties of
the UTXO model protect the privacy of loan recipients while still allow-
ing an aggregate view of the loan market. We present a prototype of our
implementation in Tendermint and discuss the design and its benefits.
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1 Introduction

There are two main blockchain transaction models: the unspent transaction out-
put (UTXO) model and the account model. UTXOs were introduced in Bitcoin
[1] and are predominantly used to represent credits. The UTXO model is state-
less; UTXOs represent units of value that must be spent, so any state change
within the UTXO model results in old UTXOs being succeeded by new UTXOs.
The account model is state-dependent; it implements balances where transac-
tions change the state of the system by keeping a balance [2]. The UTXO model
has various advantages over the account model including superior privacy, safety,
and scalability, mainly due to the structure of transactions. However, one short-
coming is that it is unable to represent debt.

* This work was supported by Mitsubishi Electric Research Laboratories.
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Debt is an important part of a well-functioning financial system [3] but its
opacity within the financial system has been identified as a contributor to the
2008 financial crisis [4]. For this reason, regulatory agencies have recommended
increasing transparency in debt markets, such as mortgage markets, in order
to prevent build-up of excessive leverage [5]. Nevertheless, it is understood that
complete transparency also leads to adverse outcomes like increased price volatil-
ity [6].

This work presents a possible solution to the representation of debt on UTXO
blockchains. In our design, debt is represented analogously to the way in which
credit is represented; where UTXOs represent credit as unspent transaction out-
puts, we represent debt in something akin to unpaid transaction inputs, i.e., a
debt is a transaction that has not yet been funded. We implement our design
in Tendermint [7], a library for state machine replication (SMR), and show how
it can be applied to the representation of reverse mortgage transactions on the
blockchain. As a practical matter, we note that this work presents a protocol for
managing credits and debts in an efficient manner and does not prevent debt-
holders from abandoning their debt. We expect that this could be done through
existing legal frameworks, or through collateralization schemes being pioneered
in DeFi technology [8].

The literature has given some consideration to debt representation in the
blockchain. One existing approach is the implementation of a debt token and
logic to handle debt creation and destruction [9, 10]. Another approach uses the
blockchain as a shared data layer to record loans [11]. There have been attempts
at the representation of debt in a multi-blockchain setting [12], in which debt is
represented implicitly by locking tokens on multiple blockchains and not within
a single blockchain. Other work has used smart contracts to represent debt [13],
but it does not improve the transparency of aggregate debt within the system.
Apart from work that represents debt in a blockchain, there is also at least one
effort that is moving the home equity loan process onto the blockchain [14], but
it does not put mortgage transactions themselves onto the blockchain. To our
knowledge, the existing literature has not considered representing debt as unpaid
transaction inputs.

The rest of the paper is structured as follows. Section 2 discusses transactions
in the UTXO model. Section 3 presents a novel way of representing debt in the
UTXO model. Section 4 presents our prototype for representing reverse mortgage
transactions on the blockchain. Section 5 is the conclusion.

2 Transactions in the UTXO Model

Transactions are the fundamental data structures in blockchains that represent
a state change. In the UTXO model, transactions are generally comprised of
transaction inputs, transaction outputs, locktime and other metadata [15].
Transaction outputs are data structures that contain an amount, a locking
script and possibly other metadata such as the size of the locking script. Trans-
action amounts indicate the quantity of value to be transferred. Locking scripts
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Fig. 1. Relationship between transactions and UTXOs in the UTXO model

within a transaction output encode the conditions that must be satisfied in order
for the amount to be spent.

Transaction inputs contain a transaction hash, an output index, unlocking
script, and other metadata. The transaction hash is a hash of the transaction
containing the transaction output from where the value is to be drawn; transac-
tion outputs that are not matched to a transaction input therefore are unspent.
The output index indicates which of the UTXOs in the referenced transaction
is to be drawn from. The unlocking script contains the solution to the locking
script of the referenced UTXO.

The total amount of UTXOs represent the total amount of available credit
in the system. Every node in the blockchain network keeps track of the available
UTXOs in memory and this is known as a UTXO pool. When a UTXO is
matched with a transaction input, it is no longer considered unspent and is
removed from the UTXO pool.

In permissionless UTXO blockchains, the coinbase transaction is used to mint
new tokens in the system as rewards for miners. Coinbase transactions have the
same fields as regular transactions and are the only transactions in a traditional
UTXO model that are allowed to have unmatched transaction inputs. That is,
coinbase transactions do not point to an existing UTXO. An overview of how
transactions are related to each other in the UTXO model is provided in Fig. 1.

Although the UTXO model is well-suited to the representation of credit,
it is unable to represent debt without modification. It is possible to modify
a transaction output to hold negative values, but this would require preventing
participants with permission to issue debts from sending large, negative amounts
to creditors and destroying their equity. It is also possible to represent debt
using smart contracts, but such an implementation would be opaque and require
additional computation to query the amount of debt issued or owed by a debtor,
and it would not allow a straightforward lookup on the blockchain by parsing
transactions. Another possible change that could be made to the UTXO model
is to simply double the data fields of the transaction so that the duplicate set
of fields represent debt tokens. However, not only does this double the size of
transactions, it also allows users to send their debts away. We introduce what
we believe to be a more elegant solution, detailed in the following.

3 Debt-Enabling UTXO Blockchain

We present a design that enables the representation of debt in a UTXO-based
permissioned blockchain. In the design, we represent debts as transactions with
unmatched transaction inputs, conforming to the way in which credits are repre-
sented using unmatched outputs. To enable this representation, we introduce two
new types of transactions: debt transactions and outstanding debt transactions.
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Fig. 2. Debt creation on the blockchain

3.1 Debt Transactions

The first type of transaction is a debt transaction. These transactions enable debt
to be issued from creditor to debtor. They are similar to coinbase transactions
in that they are transactions with unmatched transaction inputs and are only
constructed by a subset of network participants. These participants must be
given permission to issue debt, and the permissioning model itself can vary. For
example, it can be that every trusted participant is able to issue debt, such as in
a permissioned network of banks, or that only a subset of trusted participants
is able to do so, such as in the case of a single central bank. To this end, special
addresses known to the permissioned network protocol, and their corresponding
public and private keys, are used to confer the ability to issue debt.

Although similar to coinbase transactions, debt transactions are markedly
different in that the transaction input has an actual function. In a debt transac-
tion input, the erstwhile transaction hash field is re-purposed to act as a public
key field that records a public key belonging to the creditor; this enables parties
involved in the debt issuance to be recorded on the blockchain. The output index
is also repurposed and set to, for example, —2 in order to provide a simple flag
to check if the transaction is a debt transaction.

The rest is similar to a coinbase transaction in that the debt transaction
output is a normal transaction output. Since the transaction output of the debt
transaction is a standard UTXO, it is included into the UTXO pool like conven-
tional UTXOs after the debt transaction has been accepted by the network.

The UTXO nature of debt transactions protect the privacy of the debtor
since the debt issuance can be split across multiple address, i.e., transaction
outputs. The aggregate amount of issued debt remains public and is recorded
directly on the blockchain, increasing transparency into the health of the overall
system while protecting individual privacy.

3.2 Outstanding Debt Transactions and Debt Pools

Debt transactions are broadcast to the network for inclusion into the blockchain
and create UTXOs assigned to the debtor. Debt transactions act as mechanisms
to issue debt and are recorded on the blockchain. However, since one needs a
mechanism to keep track of outstanding debts and their repayment, we introduce
outstanding debt transactions, which are created simultaneously with debt trans-
actions, as shown in Fig. 2. Outstanding debt transactions are transactions with
unmatched inputs and a transaction output matched with the corresponding
debt transaction and the creditor’s public key.
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After an outstanding debt transaction is created and broadcast to all other
nodes, it is inserted into a debt pool, which is similar to a UTXO pool, but which
holds outstanding debt transactions instead of UTXOs. The debt pool is used
to handle debt repayments. An outstanding debt transaction is removed from
the debt pool when a debt owner repays the remainder of a debt, i.e., when the
outstanding debt transaction’s input is matched with a debtor’s UTXO contain-
ing the funds. Once an outstanding debt transaction has a matched input, it is
no different from a normal transaction and is removed from the debt pool and
inserted into the transaction pool to be eventually accepted by the network. In
the case of partial repayments, we create two new transactions from the origi-
nal outstanding debt transaction: the first is a normal transaction that records
the transfer of value of the repayment amount from the debtor to the credi-
tor; the second is a new outstanding debt transaction with the remaining debt
amount, which is similar to the way change transactions are handled in UTXO
blockchains. The issuance of two new transactions in the case of repayments
ensures that funds allocated to repayment and outstanding debt balances are
finalized by the network and not held in debt pools, akin to splitting a UTXO
when a transfer of credit is made. Fig. 3 illustrates the lifecycle of an outstanding
debt transaction.

4 Prototype

We implement a prototype of a UTXO-based blockchain capable of debt repre-
sentation and apply it to reverse mortgages.! Reverse mortgages, also known as
home equity loans, allow home owners to use their primary residence as collat-
eral for a loan. The reverse mortgage market is an important source of wealth for
many households and borrowing against home equity is a significant percentage
of US household leverage [16]. As a significant contributor to the over-leveraging
of many households, reverse mortgages are potentially a large source of systemic
risk in the financial system and one of the contributing factors to the financial
crisis of 2008 [4]. For this reason, there have been many recommendations by reg-
ulatory bodies since 2008 that recommend increased transparency in mortgage
markets [5]. However, transparency in the current system is difficult because
these transactions are private and the relevant data is siloed [17].

A permissioned UTXO blockchain for mortgage transactions offers a solution
amenable to all participants since it enables transparency at a system level while
preserving individual privacy. Note that an account-based blockchain is unsuit-
able for this because, unlike UTXO-based transactions, balance-based transac-
tions are unable to provide transaction-level privacy protections for loan recipi-
ents. To protect privacy, a loan issuance implemented using a debt transaction
can have multiple UTXOs, obfuscating both the possible number of recipients
and the total amount issued per recipient. This is in contrast to the account
model, where balanced-based transactions reinforce the reuse of balances be-
cause they are state-dependent.

! For code listing, see https://github.com/chiumichael/debtchain



6 M. Chiu and U. Kalabié

Outstanding Debt Transaction |
in debt pool [~ ‘

‘ Insert new outstanding
Input matched debt transaction into debt pool

v

Generate new
outstanding debt

Repayment )——— Partial transaction with
remaining amount
Full
# v

transaction with

partial repayment amount

Remove transactio
from debt pool

} Generate normal
n

Fig. 3. Lifecycle of an outstanding debt transaction in the debt pool

4.1 System Architecture

Our blockchain prototype is built on top of Tendermint Core? [7], an open-
source Byzantine fault tolerant (BFT) middleware library for SMR. Tendermint
Core provides a consensus mechanism for both permissioned and permissionless
BFT blockchains and includes the rotation of the leader after every round, using
gossip protocols to communicate with other nodes. Tendermint is comprised
of two main components: the Tendermint engine and the ABCI, which is the
Tendermint API. The engine handles the consensus and the dissemination of
information throughout the network and the ABCI provides an interface for
an application to interact with the consensus mechanism. The main benefit of
separation of consensus from the application logic is that it allows applications
to only consider the local state, not having to explicitly manage synchronization.
See Fig. 4 for a schematic.

The first component of our prototype is pkg/utxi, a modular library that im-
plements UTXO transactions, along with the debt and outstanding-debt trans-
actions introduced in this work.

The second component implements the blockchain functionality: UTXO and
debt pools, and block construction for network acceptance. The memory pools
are implemented as in-memory key-value stores using BadgerDB? at the ap-
plication level; they are implemented on top of the ABCI since they rely on
the ABCI to receive instructions. Blocks are constructed implicitly; the Merkle
root of the hash of the transactions in a block is broadcast to the network for

2 https://github.com/tendermint /tendermint
3 https://github.com/dgraph-io/badger
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Fig. 4. System level diagram for the prototype, where the blue box contains the back-
end components and the red box contains the in-node components

acceptance. Transactions, within blocks, are stored internally in BadgerDB on
top of the ABCI. Tendermint handles the propagation of state changes made by
transactions.

The final component is the application node and the client. The applica-
tion node contains the functionality necessary for a reverse mortgage blockchain
such as issuing debt, checking balances, checking the amount of existing debt,
among other things, and is implemented on top of the ABCI at the same level of
blockchain functionality. The client is a front-end for users to interact with the
network and contains user-related functionality such as private key management.
There can be many clients connected to a single node, which communicate with
the node through HTTP requests.

4.2 Implementation

Home equity loans are implemented as debt transactions. The input of the debt
transaction’s public key field is interpreted as the issuer and its data field indi-
cates the type of loan.

The backend (Fig. 4; blue box) receives commands from users, through the
client (Fig. 4; yellow circle) and the ABCI interface. The two main ABCI in-
terface functions that must be implemented are CheckTx and DeliverTx, which
are entry points into the Tendermint engine. Logic for checking the validity of
requests is implemented in CheckTx. Logic that changes the state of the appli-
cation is implemented within or called only from DeliverTx. Since Tendermint
handles consensus and the replication of state among nodes, it needs to be able
to invoke functions changing state.

When a request to issue debt is sent from a client, a debt transaction is
constructed and is broadcast to the network through the DeliverTx function.
Simultaneously, the local state of the node is updated and the UTXO pool is
updated with the UTXOs belonging to the debtor, while the debt pool is updated
with an outstanding debt transaction belonging to the creditor.
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5 Conclusion

In this short paper, we introduced a permissioned, UTXO-based blockchain de-
sign that is able to represent credit and debt on the same blockchain. The main
idea behind the design is that debt can be represented as unmatched transaction
inputs in the same way that credits are represented as unmatched transaction
outputs. To handle this new construction, we introduced a debt pool, similar to
a UTXO pool, that keeps track of debts in the system. A benefit this provides is
the ability to keep track of aggregate debt while protecting individual privacy,
because one loan can be represented with multiple, pseudonymous UTXOs. We
presented a prototype of our design applied to the representation of reverse
mortgages.
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