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Abstract

Electrical grid planning aims at optimizing the grid through the control of the performance and
placement of electrical assets in order to minimize failures or vulnerabilities. With this purpose,
grid planners carry out an initial stage of data exploration using a large volume of incident and
equipment data collected over extensive time periods. In current practice these tasks are per-
formed manually, which makes it very difficult to recognize patterns and gain insights into the
data. In this paper, we propose a parallel multivariate visualization technique as a suitable ap-
proach for improving the existing practice. Based on the uage of an interactive visualization tool
called BarExam, we demonstrate the feasibility of this visualization technique for displaying
the dataset and present example insights that this visualization techniques can provide to grid
planners.
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ABSTRACT 

Electrical grid planning aims at optimizing the grid through the 

control of the performance and placement of electrical assets in 

order to minimize failures or vulnerabilities. With this purpose, 

grid planners carry out an initial stage of data exploration using a 

large volume of incident and equipment data collected over 

extensive time periods. In current practice these tasks are 

performed manually, which makes it very difficult to recognize 

patterns and gain insights into the data. In this paper, we propose 

a parallel multivariate visualization technique as a suitable 

approach for improving the existing practice. Based on the usage 

of an interactive visualization tool called BarExam, we 

demonstrate the feasibility of this visualization technique for 

displaying the dataset and present example insights that this 

visualization technique can provide to grid planners. 

Categories and Subject Descriptors 

H.5.m [Information Interfaces and Presentation] 
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1. INTRODUCTION 
An electrical grid is an interconnected network for delivering 

electricity from suppliers to consumers. It is controlled by a 

complex distributed system of sensors and devices that monitor 

both its electric and mechanical characteristics. The data gathered 

from this system is not only examined during operating tasks but 

are also utilized for offline trending and other analytical auditing. 

With the increasing complexity of the network, research and 

investments in electrical grid planning have been recognized as 

highly relevant by many countries [4]. This activity aims at 

optimizing the grid functioning through the control of the 

performance of electrical assets in order to identify failures or 

vulnerabilities. To achieve that, grid planners carry out a first 

stage of data exploration of large volumes of multivariate data 

such as historical data regarding equipment and past failures in 

the form of events. This data is spread out across multiple sources 

and has a number of different attributes. Examples of attributes 

are incident identifier, incident detection time, cause of the 

incident, and electrical assets affected by the incident. Conducting 

a semi-structured interview with two electric grid managers during 

a guided visit to an electric grid control center situated in Madrid, 

we observed that this first stage is currently performed manually 

through the application of simple data exploration strategies using 

spreadsheet tools (see Figure 1), sequential search through the 

entire dataset (row-by-row), and application of basic filters.  

 

Figure 1. Extract of historical data records displayed in a 

spreadsheet tool 

Since this current practice makes it very difficult to recognize 

patterns of grid vulnerabilities, we propose the application of a 

parallel multivariate visualization technique as a suitable 
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approach that can help grid planners derive meaningful insights 

based on distributions and correlations of attribute values. 

The paper is structured as follows. In section two we discuss 

related work on interactive information visualization methods for 

the electrical grid and other closely related operations domains. 

Section three presents the application of our proposal to real 

electrical grid data and the insights that this visualization method 

can afford. Finally, conclusions and future work are drawn in the 

last section.  

2. RELATED WORK 
The electrical grid is not the only networked infrastructure with 

distributed control in which its vulnerabilities must be analyzed. 

This section reviews the application of visualization research for 

supporting pattern extraction tasks not only within the electrical 

grid domain but also within other distributed-controlled 

infrastructures such as data networks. Within the security field, 

visualization has been given strong attention in the research 

community. 

Due to the fact that electrical grids have a fixed number of nodes 

that are physically connected by transmission lines, graph-based 

visualization techniques [14,16] have been used for modeling the 

operations and physics of the electrical grid. The most significant 

result from these approaches is the ease with which natural 

electrical grid separation points can be identified if an 

uncontrolled islanding event occurs [16]. On the other hand, since 

a major event in the grid can be followed by a large number of 

alarms and subsequent events, parallel coordinates [11] in 

coordination with alarm lists have been applied to support the 

identifying of essential alarms. In the parallel coordinates 

display, each alarm attribute is represented by a parallel axis and 

each alarm is represented with a line crossing through the vertical 

axis at the alarm’s corresponding attribute value. From this 

display, operators are allowed to explore alarm patterns and find 

out if there seems to be a correlation between some of the 

attributes, for example alarm type and time. 

Since the number of security incidents reported per annum in data 

networks continues increasing [15], visualization research within 

the networking field has become a key for supporting offline 

intrusion detection tasks. These tasks involve the analysis of 

intrusion related data, which is stored in log files, in order to make 

appropriate decisions. Each of these incidents may involve 

multiple sites and within each site, it is highly likely that a large 

number of machines may fall under attack. Therefore, several 

visualization techniques have been proposed, which are mainly 

focused on supporting both visual pre-attentive processing and 

pattern detection tasks on these logs. Some of the most common 

techniques include the usage of glyphs [2] to represent nodes in a 

network; color maps [3] for differentiating between nodes and 

hosts; histograms [6] that usually represent the hosts and the 

period of time of the activities of each host; and parallel 

coordinates [1] to enable the user to identify activity patterns or 

sequence of packets transferred in a network.  

The above summary shows that parallel coordinates have been 

the most popular visualization technique for supporting pattern 

extraction tasks in both domains. However, some limitations of 

this visualization technique have been acknowledged. They are 

most suited for numeric rather than categorical data, and some 

have claimed that over plotting is a major problem at larger scales 

[10]. Moreover, they do not handle set-valued attributes, which 

are a natural representation for incident data (e.g., the set of 

electrical assets affected per incident).  

3. APPLYING VISUALIZATION TO 

ELECTRICAL GRID PLANNING 
Our proposal involves Parallel Interactive Bargrams to support 

grid planners during the first exploratory stage. Parallel 

Interactive Bargrams have been successfully applied in systems 

that support consumer-based information exploration [17] and, 

more recently, for managing patent portfolios [18].  

This visualization technique is derived by ‘tipping over’ the 

columns (bars) of the histogram and laying them end-to-end, 

ignoring any null bins. It uses a common representation for 

numeric values, Booleans, text, dates, time, and categorical data. 

Through brushing techniques with simple button pushing, a user 

can select items via their values in one dimension and those 

selected items’ values are colored in all other dimensions, 

revealing correlations and other patterns. The working data sets 

can be quickly and easily filtered. Aggregation methods allow for 

scaling up to sets of tens of thousands of items. While the 

numbers of attributes do not scale up to more than dozens, this 

limitation is suitable for our domain task. Furthermore, since 

much data in the real world is naturally represented as sets, this 

technique supports the visualization of set-valued attributes.  

In what follows, given the multi-source nature of this dataset, 

some data transformations necessary for preprocessing are 

presented. Afterwards, insights that this visualization tool can 

provide to grid planners are described. 

Data Transformations 

Since the required dataset is spread out across distributed 

databases, grid planners have to navigate across different 

spreadsheets in order to get a unified view of it. Unfortunately, 

this situation can provoke that grid planners get trapped in a 

phenomenon called attentional tunneling [7]. When people 

process information from multiple sources, they lock in certain 

aspects they are trying to process, and will inadvertently drop 

their scanning behavior. Aiming at overcoming this issue, we 

carried out a prior data transformation based on classifying such 

heterogeneous data under an integration schema. Grounded in 

expert knowledge, per each past grid failure, we defined a unified 

structure composed of three main aspects: (1) type of incident; (2) 

electrical assets affected; and (3) time range. Based on this 

integration schema, we created a database for enabling the 

application of Parallel Interactive Bargrams (see Figure 2).  

 

Figure 2. Entity-relationship diagram of the integration schema 



 

 

Figure 3. Screen shot of BarExam software. The values selected are colored in grey and set-valued dimensions such as Element_code are 

displayed as parallelograms.  

 

Figure 4. Screen shot of BarExam software. View is filtered following Figure 3 selections. Detailed view of the Element_code dimension 

shows co-occurrence through vertical alignment with the elements ordered by frequency.

Visualizing Grid Vulnerabilities 

Here we present a use case of the application of the BarExam 

software [18] to this dataset that yields different insights for grid 

planners. This dataset consists of 1703 past grid failure incidents. 

In the BarExam user interface, feature dimensions are presented 

as rectilinear bargrams, although in the case of set-valued 

dimensions they are presented as parallelograms (e.g. 

Element_code dimension in Figure 3). The item vectors above 

each bargram render individual incidents as glyphs that are used 

to indicate restrictions. The value bins in each bargram row are 

clickable; when they are selected they change to grey color. Value 

restrictions within dimension rows are treated as logical OR. On 

the other hand, value restrictions across rows are logical AND. 

In Figure 3, the user selects four grid lines (row 1), and also a 

specific type of incident called “Fallo Material” (row 3). This 

type of incident is related to a cessation of normal operation such 

as power outages. As a result of this query, the uneven 

distribution of these incidents across electrical assets (row 4) is 

shown. Here is the first insight: a grid planner has realized that 

some assets are more affected than others according to the type of 

the incident. The user then filters the view and seeks more details 

on the Element_code dimension. BarExam provides the option of 

a more detailed attribute view that can consist of a normal 

horizontal histogram or a gapped histogram Co-occurrence View 

for set values such as is shown in Figure 4. This gapped histogram 

displays the distribution of incidents per electrical asset with the 

most frequently occurring at the top. Co-occurring assets appear 

underneath.  Here we have an example of a second type of insight 

that grid planners can gain through this visual exploration: the co-

occurrence of affected assets associated with incidents. The two 

most frequently affected assets do not co-occur most of the time, 

so the grid planner does not initially suspect a causal relationship. 

Achieving such insights through existing practice involves 

defining several counters per dataset dimension, for instance, one 

incident counter per grid line. In such a way, determining the 

correlation among dimensions becomes a tedious task that mainly 

relies on the grid planner’s experience and memory.  

4. CONCLUSIONS AND FUTURE WORK 
Our review of related work in the domains of electrical grids and 

networking security indicated a need for visualization approaches 

for supporting an initial data exploration stage. Trying to improve 

the current practice in terms of vulnerabilities detection, we have 

proposed the application of Parallel Interactive Bargrams as a 

suitable visualization technique that allows displaying fairly large 

amounts of historical data records regarding past events and 

failures. With easy-to-understand querying and filtering, users can 

visualize distributions and some relationships among past events 

and electrical assets. Since the required dataset is spread out 

across distributed databases, we have carried out a preprocessing 

step of data transformation based on classifying such 

heterogeneous data under an integration schema. To test the 

feasibility of this visualization technique, we have displayed this 

data with the BarExam software. After that, we have illustrated 



some insights that grid planners can gain through this 

visualization: (1) the understanding of the most affected electrical 

assets per type of incident; and, (2) the understanding of which 

electrical assets co-occur with others.     

Further work will broaden our method’s use to other datasets that 

grid planners would like to use to explore the first stages of their 

activity such as performance measures of electrical assets and 

periodic maintenance tasks. Our view is that parallel interactive 

bargrams can provide one part of an overall solution to grid 

planning, but we expect to combine them with other visualization 

and analytic methods. Once we have built a more complete 

solution, we expect to test our methods empirically.   
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