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Abstract—It has been shown that the secrecy capacity of a
wireless network is pushed rapidly towards zero as the number
of users in the network grows. To deal with this issue, a secure
method which intentionally superposes precoded jamming signals
has been proposed. In this paper, we analyze its advantage to
realize a secure wireless network in the presence of a large
number (e.g., hundreds) of eavesdropping users, for transmitting
confidential messages. Our analysis and simulations demonstrate
that the jamming superposition achieves high secrecy rate even
for undesired cases where the channels for many eavesdroppers
are noise-less and highly correlated with the intended receiver.

I. INTRODUCTION

Since the introduction of information-theoretic security by
Shannon [1], there have emerged a lot of studies on secrecy
capacity [2-25]. As wireless communication systems are sus-
ceptible to eavesdropping due to the broadcast nature of radio
wave propagations, a significant amount of effort has been
put into improving the physical-layer security. In order to
achieve high data-rate while keeping a private message secret
from eavesdroppers, it basically requires higher signal-to-noise
power ratio (SNR) at the intended user than at eavesdroppers
[2]. In [8-11], it was shown that positive secrecy capacity
is obtained in fading channels even when the eavesdropper
has higher average SNR than the intended user, because the
instantaneous SNR of the intended user can exceed that of the
eavesdropper with a certain probability. However, for multi-
user Rayleigh fading channels where there are a lot of potential
eavesdroppers, it was found that high secrecy capacity is hard
to achieve even with the best user scheduling [12]. For such
cases, the secrecy capacity saturates at a constant low data-rate
even in the high SNR regimes because the best eavesdropper
considerably constrains the secrecy rate.

When the radio devices at the transmitter and/or the re-
ceivers are equipped with multiple antennas, the secrecy
capacity can be increased by steering the main beam to the
intended user and the nulls to the eavesdroppers as discussed
in [21]. However, this technique requires accurate channel
state information (CSI) of the eavesdroppers and therefore is
impractical for applications. Moreover, it is impossible to null
the signal to more eavesdroppers than the number of antennas.
Negi and Goel proposed a practical method to solve such
issues in [22-24], wherein a jamming noise is superposed with
confidential data so that only the intended user can decode it
while the other eavesdroppers suffer from artificial noise by
making use of dirty-paper-coding (DPC) [25].

In this paper, we make a statistical analysis of the jamming
superposition scheme and demonstrate that it significantly
outperforms the conventional approaches in the secrecy rate
for the wireless networks, in which there exist a large number
of eavesdropping users (e.g., hundreds of users) who can have
higher SNRs (even with infinite SNRs) and whose CSIs are
not available to both the transmitter and the intended receiver.
The contribution of this paper includes our analysis of the
impact on the secrecy rate by the channel correlation among
multiple users, the number of eavesdroppers, the number of
antennas, and the channel estimation error.

Notations: Throughout the paper, we denote matrices and
vectors by bold-face italic letters in upper cases and lower
cases, respectively. Let X € C™*™ be a complex-valued
(m x n)-dimensional matrix, where C denotes the complex
field. The notations X*, XT, X' X~1 X2 det[X],
and || X || represent complex conjugate, transpose, Hermite
transpose, inverse, square-root, determinant, and Frobenius
norm of X, respectively. The operator vec[X| denotes the
vector operation which stacks all columns of X into a single
column vector in a left-to-right fashion, and the operator ®
stands for the Kronecker product of two matrices. We have
a relation of vec[XY Z] = (Z" ® X)vec[Y] for matrices
X, Y and Z of appropriate size. A positive-integer ring
from 1 to m is represented by N,,, £ {1,2,...,m}. I,, is
an m-dimensional identity matrix. A multivariate complex-
valued Gaussian distribution with mean g and covariance X
is denoted by CN(p, X). A positive operator is written by
(7)+ = max(0, z), and the expectation is represented by E[].

II. SECURE WIRELESS COMMUNICATIONS
A. Wireless Network System Model

We consider a wireless network with K users and one base
station, as shown in Fig. 1. One user wishes to receive some
confidential data from the base station. Due to the broadcast
nature of radio propagations, all other K — 1 users are treated
as potential eavesdroppers. Without loss of generality, we let
the k-th user (k € Ng) be the one who wishes to download
the private message, while the other K — 1 users (for any user
index j € N \ {k}) are considered possible eavesdroppers.

We assume that the base station is equipped with M
antennas and each user is equipped with /N antennas. We focus
on passive eavesdroppers who do not maliciously attack the
communicating pair (such as tamper, impairing jammer and
impersonation). Our goal is to analyze achievable data-rate
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Fig. 1. Wireless communications network with one base station and K users.
The k-th user wishes to receive confidential information which shall not be
decoded by the other K — 1 users.

for transmitting confidential messages towards the intended
user while any eavesdroppers cannot decode the data by using
the DPC jamming [22-25], with a consideration of many
eavesdroppers, channel correlation, and CSI estimation error.

The CSI from the base station to the i-th user is denoted
by H; € CN*M for any user index i € Ng. For slow
fading channels, it can be assumed that the uplink channel
from the i-th user to the base station is reciprocal to the
downlink channel during a time of interest, namely, the CSI
from the i-th user to the base station is written as H ;r We
also make a practical assumption that the base station has no
CSI knowledge of any eavesdropping users. In addition, the
channel gains of eavesdroppers can surpass that of the intended
user, i.e., |[H,|[* > ||[Hy|? for a certain j € N \ {k}.

We assume each user’s channel is a correlated Rayleigh
fading, whose probability distribution is Gaussian:

h; £ vec[H ;] ~ CN(0,%;), (1)

where ¥, £ E[hzhﬂ is a channel covariance for the user i €
Ny . The channels between two users, k£ and j, are mutually
correlated as @y, ; 2 E[hhl], where @), ; € CMNXMN jg
a cross-correlation matrix. Hence, we can express

1/2
W1 SR e
hj @L,j !Pj ’I’Lj ’
where ny, € CMN*1 and n; € CMN*1 are random variables
following the Gaussian distribution CN'(0, I 5/ ). After some
manipulations, we can write the channel of the j-th user by
the channel of the intended user k as follows:

_ _ 1/2
h; = @Jl;,j'pk 1hk + (Wj - @L,jgpk 1919’3') n,

n;. (3)
This equation will be later used for secrecy analysis.

B. Secure Communication Protocol

Our transmission protocol consists of two phases.

e In an uplink phase, the intended user sends a request
packet to the base station to download confidential data.
The base station obtains an estimate of the CSI.

o In a downlink phase, the base station transmits the con-
fidential data superposed with a random jamming signal
which is confined on the null-space of the user channel.

1) Channel Sounding in Request Uplink Phase: To initiate

the secure downlink transmissions, the intended user k sends a
request packet, which contains a training sequence to allow the
base station to estimate the CSI, H, for coherent detections.
We model the received signal at the base station as follows:

Y = H X + Z e CM*L, %)

where X;, € CV*L Y € CM*XL and Z € CM*L are the
uplink packet with L symbols, the received signal and the
additive Gaussian signals, respectively. We can rewrite (4) in
a vector representation as follows:

y=(Iy®X|)hy + 2 € CEM*L (5)

where y £ vec[Y] and z £ vec[ZT].
The conditional probability of y given X, and hy, follows
the Gaussian distribution:

Y| Xi, by ~CN (I © X))y, 2), (6)

where X £ E[zz7] € CEM*EM denotes the noise covari-
ance at the base station. With the statistical knowledge, the
maximum a posteriori (MAP) estimation of the channel hy, at
the base station is obtained as

by, =02y o X)E 'y, (7
where 2 € CMN*MN g the estimation error covariance:
2 2 E[(hy, — hy)(hi, — hy)T]
_ ((IM ® X)X NIy o X))+ w;l) T®

This MAP estimate achieves the Cramér-Rao bound for the
unbiased estimation of Rayleigh fading channels.

Using the estimation error covariance {2, we can model the
estimated channel with error as follows:

hy, = hy, + 2'°n, )

where n ~ CN (0, I ) is a white Gaussian random variable.
This expression will be later used for secrecy analysis to
consider the CSI estimation error.

2) Jammer Superposition in Secure Downlink Phase:
Upon receiving the request, the base station transmits the
downlink confidential data to the intended user k. To prevent
eavesdropping by the other users, a precoded random jamming
signal is superposed with the confidential data using DPC
techniques. Note that the jamming signal is not known by
anyone including the intended user.

With the DPC jamming, the base station transmits

X' =QX + PW € CM*L, (10)

where Q € CM*P and P € CM*M are linear precoding
matrices for the desired data and for the jammer, respectively.
The confidential data packet is denoted as X € CP*Z, and
the random jamming signal is written by W € CM*L’ where



L' is the downlink packet length in symbol. The number of
multiplexing streams D is set to be D < N since we have
rank[H | = N almost surely for Rayleigh fading channels.

We assume Gaussian-distributed signaling for both the data
packet and the superposed jamming:

x £ vec[X] ~CN(0,Ipr), (11)
w £ vec[W] ~ CN(0,1r1). (12)
The total transmission power is constrained as
1
HEIX'1?] = w[QQ"+ PP =By, (13)

where E) is the average transmission power at the base station.

Based on the DPC technique, the precoding matrix P may
be chosen to be orthogonal to the estimated channel matrix
for the intended user, more specifically, we have

H,P =0, (14)
which can be achieved by an orthogonal projection:
At A o afy—1.A
P=3(Ly - A (A HY), (19

whose rank is M — N almost surely, and whose eigenvalues
are either 3 or zero. Here, the parameter (3 is a control factor
of the jamming power. This projection matrix can realize a
reliable link only for the intended user because of H; P ~ 0.
The parameter (3 is further defined as 8 = 5'\/Ey/(M — N)
with 0 < 8’ <1 being the normalized power coefficient.
We may use a matched filter precoding given as

Q= of, (16)
where o = o/ \/Ey /|| H}|| is a power control factor with 0 <
o’ <1 being the normalized power for the data packet. This
transmission precoder can maximize the diversity gains for the
intended user. (Note that we may use other precoding methods
such as optimal eigen-mode beamforming based on a singular-
value decomposition). The power constraint in (13) yields

a?+ % =1. (17)

The optimal power allocation for confidential data and jam-
ming signals will be discussed later.
C. Secrecy Rate

The downlink packet received by the i-th user for any i €

Ny is expressed as

Y, =H,X'+Z,=H,QX + H,PW + Z;, (18)

where Y; € CVN*L is the received signal and Z; € CN*L/
is the additive Gaussian noise. It is rewritten in a vector form:

yi:(IL/ ®H1Q)$+(IL’®H1P)’LU+Z’H (19)

with y, = vec[Y;] and z; = vec[Z;]. The first term
corresponds to the desired data, whereas the second term is
an interference due to the superposed jamming signal.

The mutual information between the received signal y,; and
the confidential data « given H;, P and @ is written as

—log|Iny + (I © H:PPTH]) + %)

(I © HQQ'H])|, 20)

where X; £ E[zizﬂ € CNL'XNL'" s the noise covariance at
the user 7, and Z(+) denotes the conditional mutual information.

The secrecy rate [2,3, 17] averaged over the possible channel
realizations is then expressed as

= E, (7 - je@\)?k}Rju'

It implies that the intended user k£ should have higher signal-
to-interference-plus-noise power ratio (SINR) than any eaves-
droppers to achieve a positive secrecy rate.

@n

ITI. SECRECY RATE ANALYSIS

According to the previous section, we can numerically
analyze the secrecy rate for the correlated Rayleigh fading. To
obtain more viable insights, we focus on a specific channel
condition to analyze the achievable secrecy rate.

A. Specific Channel Model
We focus on a channel model:

Y =0I®1Iy, ¥ =0y oIy, XpX|=LIy,
U, =PIy @Iy, Op;=0;Iy®Iy,

where 02, 02, 17, and 6}, ; are the noise variance at the base
station, the noise variance at the i-th user, the channel gains of
the i-th user, and the channel cross-correlation between users
k and j, respectively. Let ‘%, j = 01 ;/¥k1; be the normalized

correlation, whose value is bounded by 0 < |6} ;|* < 1.
For this case, using (3), (8) and (9), we can write

L 1
9_(?+17,%

ﬁk = Hk +WNa
O (¥ — w)|0k.51?
Ri=1 1og‘IN + (H;PP'H] +021y) " 'H,QQ'H|.

—1
) IyeIy2W Iy eIy,

Here, N' € CN*M and N ; € CN*XM haye unit-variance
white Gaussian random variables. In consequence, we can
express the channel for any user ¢ € N as follows:

H;,=a;H;+bN,, (22)
where
1 1=k
;= ) ’ 23
‘ {e;:,,wi/m, i#k, @
—othr/\/ 02 + L3, i=k,
b = e
wi\/l — (1—02/(0% + L)) |0,,12, i # k.



B. Single-Antenna Case

We may consider the case where each user is equipped with
a single antenna (N = 1). For this case, we have

H.Q = a(ai’|ﬁku2 + biN;IZIL),
H,P=bN' P

(25)
(26)

Here, H;Q givgn ), follovys a complex Gaussian distribu-
tion, CN (cva;|| Hl||?, o?b?|| H||?). We can express

H,QQ'H! = o?|a,|? ]|HkH +a2b2HHk|\ fXQ

+2\/a4|ai|2b§||mu62xzcos<¢z->, @)
H,PP'H! = 2N/ PPN
Ey

= 7)5%2)(2(1»1 1)

2(M —1 28)

where x? denotes a random variable which follows the chi-
square distribution with d degrees of freedom. The angle factor
¢; 1s a uniform random variable over 0 < ¢; < 27.

Hence, the effective SINR at the ¢-th user is bounded as

/2(|ai|1/)kX2M + |b'\><2)2

E0 oF + 37 16/2b2X2M 1).
(29)

2
/2(|ai|'(/)kX2JW - |b‘|X2)
EOUz +arT 1ﬂl2b2X2(M 1)

x>

Note that || || is a random variable following the chi-square
distribution with 2]/ degrees of freedom: 1y3,,.

C. Uncorrelated Case

We optimize the jammer power 3’2 to maximize the secrecy
rate for the case where there is no channel correlation between
intended receiver and eavesdroppers, i.e., |0; ;| = 0. From
(29), the SINR at the eavesdropper j and the SINR at the
intended user k& are bounded as

(M 1)0/2X2 0/2
v < m 32 23 P2,2(M—1) (30)
Ve > 2 (Yrxam — wxa)” a? By o 31)
= - 2M >
130 op + ﬁﬁ/2w2X§(M71) 207,

where ¢4, 4, 1s a random variable which follows the Fisher-
Snedecor F-distribution with d; and ds degrees of freedom.
Here, we focus on the worst case in which the receivers are
assumed of noise-free, more specifically, the noise variance at
the eavesdropper crj2- is infinitesimally small to be neglected.
As in (30), the instantaneous SINRs at eavesdroppers are
bounded by the F-distributed random variable ¢ 2(p7-1),
proportional to a power fraction n £ o/2/3'?. The cumulative
distribution function (CDF) of the F-distribution is given as

n(M—1) \M-1
Fo(2)=1— (7)
(@) x+n(M—-1)
Hence, the maximum SINR amongst K — 1 eavesdroppers,
Ymax 2 max;{v;}, has the following CDF

Eyp ) = (B, ()"

(32)

(33)

Its probability density function (PDF) is written as

K-l /pe (—1)i+! . (1-M)i—1
=3 () SO qars)
(34

For M > 3, the mean of the maximum SINR around K — 1
eavesdroppers is given as
1
N
: I'K — m)

i (M—1)>7 (3%)

with I'(x) being the gamma function. It indicates that the
average maximum SINR of the eavesdroppers is proportional
to the power fraction 1 and asymptotically proportional to
KYM=Y since I'(K) /(K — 57+5) ~ KYM=1 for a large
number of users, K > 1.

As in (31), the SINR at the intended user asymptotically fol-
lows the chi-square distribution with 2)/ degrees of freedom.
Hence, the average SINR is obtained as
o Eyy

2
O}

T2 M (36)
It suggests that the average SINR is asymptotically propor-
tional to o/ for high SNR regimes. After some manipulations
[21], we obtain the lower and upper bounds of the uncon-
strained capacity at the intended user as follows

M —
log(l + %) <Ry <log(1+%), (7
where Jensen’s inequality is used for a convex function log(1+
1/z) and for a concave function log(l + x), respectively.
Therefore, we obtain the closed-form expression for the lower

bound of the secrecy rate as follows

M—-1
Rs > 10g (1 + M ’ryk> — log(l + '_Ymax)- (38)
The optimal power fraction n = o/?/3"2, which maximizes

the lower bound of the secrecy rate, is obtained as

A
o = (VFOFA-B-1) SL s 69
where A £ (M — 1)Eg?/o? and B £ 1 — M —

I'(K)I'(-1/(M—1))/I'(K—-1/(M—1)). Hence, the asymp-
totically optimal power fraction 7 in the high SNR regimes
is determined by B only, which is a function of K and M.
For example, the optimal power fraction 7,,¢ becomes 0.8,
0.42, 0.25, and 0.16 for K = 2, 10, 100, and 1000 users,
respectively, with M = 4 transmitting antennas. It suggests
that the appropriate jamming power is comparable to the
confidential message power (1 = 1) in typical situations.

I'V. PERFORMANCE EVALUATIONS

We first evaluate the impact on the secrecy rate by the total
number of users, K, for an average SNR of 20 dB in Fig. 2. We
assume uncorrelated Rayleigh fading channels |6, \2 = 0.0,
identical channel gains ¥? = = %, and 1dent1cal noise
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Fig. 2.  Average secrecy rate versus the number of users K for a cross-
correlation of |0}, j|2 = 0.0 and an average SNR of 20 dB (the number of
Tx antennas: M = 4, the number of Rx antennas: N = 1).

variances 0% = 0} = --- = o%. The average SNR is defined

by Eoi/o%. The number of transmitting antennas is M = 4
and that of the receiving antennas is N = 1. For a single-user
case, the secrecy rate becomes the user capacity as there is no
eavesdropper. For the conventional approach, we use matched
filter precoding without jamming (i.e., /> = 1 and 8’2 = 0).

In Fig. 2, we can observe that the DPC jamming signifi-
cantly outperfoms the conventional scheme. Without the DPC
jamming, the secrecy rate rapidly goes to zero as the number
of users increases. To achieve a data rate of 2bps/Hz, the
conventional scheme can accept only one eavesdropper (i.e.,
K = 2) whereas 1000 users can be accomodated by the
jamming method. Even when there are an extremely large
number of users like 10000, the jamming method achieves a
positive rate higher than 1 bps/Hz. In this figure, we present the
performance curves achieved by the DPC jamming schemes
with optimized power fraction 7 and identical power allocation
n = 1. One can see that the identical power allocation causes
only a slight performance degradation. This fact is rather
important for practical applications because we can always
use the same power allocation 1 = 1 regardless of the total
number of eavesdroppers in the wireless networks.

We next show the secrecy rate as a function of average
SNR in Fig. 3, where the number of users is chosen from
K €{1,2,10, 100, 1000}. The unconstrained channel capacity
(for K = 1) is plotted as a reference for the upper bound of the
secrecy rate. For the DPC jamming, we use an equal power for
jamming and data, i.e., n = a’?/3"2 = 1. As shown in Fig. 3,
the secrecy rate is seriously constrained by the existence of
eavesdroppers when we use the conventional approach. The
secrecy rate decreases rapidly as the number of eavesdrop-
pers increases; the secrecy rate is less than 0.1 bps/Hz for a
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Fig. 3. Average secrecy rate as a function of average SNR of intended
user for cross-correlation |6}, |2 = 0.0 (the number of Tx antennas:
M = 4, the number of Rx antennas: N = 1, the number of users

K € {1,2,10, 100, 1000}, power fraction: n = 1.0).
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Fig. 4. Average secrecy rate as a function of average SNR of intended user

for cross-correlation \62 |2 = 0.8 with noise-free eavesdropping receivers

(the number of Tx antennas: M = 4, the number of Rx antennas: N = 1,
the number of users K € {1, 2,10, 100, 1000}, power fraction: = 1.0).

hundred-user system. On the other hand, it is seen that the DPC
jamming significantly improves the secrecy rate by simply
superposing the jamming signal to the confidential data in
physical layer with only the estimated CSI of the intended
user, even for network systems with 1000 users.

The performance of the DPC jamming is expected to
degrade when the channels of eavesdroppers are highly corre-
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Fig. 5. Average secrecy rate versus the number of Tx antennas M at an
average SNR of 30 dB for a cross-correlation of |6}, |2 = 0.8 with noise-free
eavesdropping receivers (the number of Rx antennas: N = 1, the number of
users K € {1,2,10,100, 1000}, power fraction: n = 1.0).

lated with that of the intended user. We evaluate this effect
in Fig. 4, where we consider the worst scenario that all
the eavesdroppers have idealistic noise-free receivers (namely,
0'j2- = 0 for any eavesdropping user j € N \{k}). The channel
cross-correlation is set to be |9§C j |2 = 0.8, which corresponds
to the geometric distance between the eavesdroppers and the
intended user is less than a tenth of wavelength for rich-
scattering Rayleigh fading. For such a high correlation case,
a considerable degradation of the secrecy rate is observed
(all curves without DPC jamming for K € {2, 10, 100, 1000}
become nearly zero) when comparing Figs. 3 and 4. However,
with DPC jamming, high secrecy rate is still maintained, even
when there are hundreds of eavesdroppers who have noise-
free receivers. More importantly, the secrecy rate with DPC
jamming improves linearly with SNR in dB for high SNRs
even with CSI estimation error.

The performance degradation for highly correlated channel
conditions can be compensated by increasing the number of
transmitting antennas at the base station, as shown in Fig. 5.
In this figure, the secrecy rate Rs versus the number of
transmitting antennas M is presented at an average SNR of
30dB. For the case of K = 1000, the secrecy rate can be
improved from 1.4bps/Hz to 3.5bps/Hz by increasing the
number of antennas from 4 to 8, with the jamming method.
In contrast, the conventional beamforming approach does not
enjoy any visible gains with the increased number of antennas.

V. SUMMARY

In this paper, we analyzed a secrecy rate of DPC jamming
superposition which can improve secrecy rate for transmit-
ting confidential messages without being decoded by eaves-
droppers. Our analysis verified that the DPC jamming is

advantageous in practice as it preserves high secrecy rate
of wireless networks, even for the cases where the number
of eavesdroppers is extremely large, the eavesdroppers have
highly correlated channels with the intended receiver, and the
CSI estimation error for precoding exists.
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